[en] Ramnit via Malvertising

Got a Malvertising from a Warez Website that leads to Ramnit
virus :

£ Mozilla Firefox

wiev. novokechtz, com

Program Launch [expired licence|

Program java.exe iz tiving to launch an unregistered program. Thiz may likely be a

—  normal activity, —

Allow it permanently if you are quite sure 0.208029804894 79506, exe iz a legitimate
application othenwize you should block: it.

|£| Parent process: java.exe Locate...
is about ko launch
& Chid process: 0.20802980489479506._exe Locate...

[ create permanent rule For this action

[ Allows IE] [ Elock ]E]

Technical information:

Parent process:
Path: Ci\Program Files)lavaljre7ibinijava.exe
PID: 728
Information: Java(Tr) Platform SE binary (Oracle Corporation)
Child process:
Path: C\Documents and SettingsiMakiLocal
Settings), Templ0, 20802980489479506,. ex8
Command line: CDOCUME~1yMakiLOCALS~14 Templ 0, 208029804824 79506, exe
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the TDS : http://dristohren.biz (64.120.137.35)

NetRange: 64.120.128.0 — 64.120.255.255

CIDR: 64.120.128.0/17

OriginAS: AS21788

NetName: HOSTNOC-5BLK

NetHandle: NET-64-120-128-0-1

Parent: NET-64-0-0-0-0

NetType: Direct Allocation

RegDate: 2009-04-27

Updated: 2012-03-02

Ref: http://whois.arin.net/rest/net/NET-64-120-128-0-1
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Detections
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https://www.virustotal.com/fr/file/d64b3eff3613e301ach95dc05

7d604526aeb396854a73bleca327262da5d85fb/analysis/1362590163/

SHA256:
d64b3eff3613e301acb95dc057d604526aeb396854a73bleca327262da5d85
b

Nom du fichier : 0.20802980489479506.exe

Ratio de détection : 11 / 46

Date d’analyse : 2013-03-06 17:16:03 UTC (il y a 10 minutes)

AhnLab-V3 Trojan/Win32.Lebag 20130306
CAT-QuickHeal (Suspicious) — DNAScan 20130306
DrWeb Trojan.Injectl.15519 20130306
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Jiangmin Trojan/Lebag.bee 20130304

Kaspersky HEUR:Trojan.Win32.Generic 20130306

Malwarebytes Trojan.Lebag 20130306

McAfee-GW-Edition Heuristic.BehavesLike.Win32.0bfuscated.D
20130306

Panda Trj/Genetic.gen 20130306

TrendMicro PAK Generic.005 20130306

TrendMicro-HouseCall PAK Generic.005 20130306
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Frocezs . e . . .
| System Idle Pracess Regisiry Modification [expired licence]
= ] System
) Intermpts Program svchostexe iz tying to modify the system registry. This iz the wayp malicious
= pragrams install their components on a target machine. However thiz may also be a
E EIMES. SRS niormal activity,
E CIrEE.Ene Allovy it permanently iF wau are quite sure svchaost exe iz a legtimate application
= ﬂ winlogon. exe othenyize you should block it.
=[] services. exe
[~ vmacthip. exe ] Process: svchost.exe Locate. ..
E gychost exe is about to modify an object which belongs to
E aychost exe ﬁ Fegistry Group: Winlogon Locate. ..
[ svchost.exe
[Fsvchostexe [ Create permanent rule For this action
[ svchost.exe
e T B
[igs.exe
E_ Technical infarmation:
L wrntoolzd exe - -
T MY Currenthersiontwinlogon "
E ag R eqiskry walue: Userinit
[ lzazs.exe . -
Gj wyzzafe.ene Twpe: REG_SZ
= :i evplorer exe Yalue: CHWINDOWSsystern32luserinit. exe, , 2 \Documents and
mVMwareTray.e:-:e SEttlngs'l,Mak'l,Ln:ncaI Setkingstapplication DatalxdkkPymlgiviufie exe
Previous value:
vrntoolsd. exe Type: REG_SZ
5 ctimon. exe Yalue: CWINDOW'S) syskem3Z userinit exe, =
AR msmegs exe hdl
¥ procexp.ete i
= & WinSCF. exe 2404 WinSCF: SFTP, FTP and SC... Martin Prikrl
=~ ]0.20802980483479506.e...| 2388
"] swchost exe 2168
"] swchost exe 2296
_ wowdshkkess 388
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®. Process Explorer - Sysinternals: www.sysinternals.com [MAKKK\Mak]

File Options Yiew Process Find  Help

d @ BEEOE X AS A P N

Process . .
— System Idlle Process 3 Program [Launchi[expiredilicence]

= T System
] Intermupts Program 0208023804834 79506, exe i tving to launch an unregiztered program. This
= may likely be a normal activity,
E EITIES. BHE Allow it permanently if pou are quite zure wowdahkk.exe iz a legitimate application
[ esrss.exe othenyize vou should block it.
= . winlogon, exe
= [ services.exe A Parent process: 0.20802980489479506. exe Locate. ..
[ vmacthlp.exe is abouk ta launch
[ svchost.exe A Child process: xowdahkk.exe elevate Locate...
[ svchost exe
il SVCEDSt'E”E []create permanert rule For this action
L
E A Wyith these command line parameters
[ svchost exe
Sspockvere [ aow (<) [ oox ][
[Finz.exe
m wimhoolsd, exe Technical information;
E alg.exe Parent process:
E lomss. gue Path: C:'\Documents and SettingsiMakiLocal
- : Settings! Temp'scpl 4593 tmphal 0. 208029304894 79506, exe
) syzzale. exe PID: F36E
= explorer.exe Child process:
WhwareT rap.exe Path: C:\Documents and SettingsiMakiLocal Settings! Temphxowdahkk. exe
e e Command line: " ADOCUME-~1\MakiLOCALS~ 1) Tempixowdabkk. exe" elevate
# cifmon.exe
S mzmzge.exe
2 procexp.exe
= h"w"inﬁ CF.exe 3404 WinSCP: SFTP, FTF and SC... Martin Prikayl
= T 0.20802980489479506. ... 2388
T swochost.exe 2168
T swochost.exe 2296

_ vowdahkkewe 38
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®. Process Explorer - Sysinternals: www.sysinternals.com [MAKKK\Mak]

File Options Yiew Process Find Help

id @ mEER XS e

Process ) o : . .
| System Idie Process s Registry Modification [expiredilicence]
= ] System
) Intermupts Pragram svchost exe is fiving to maodify the zpztem registy. This is the way malicious
= programs inztall their components on a target maching. Howewer thiz may alzo be a
E SIMEs. SRS normal activity,
E CEIEE. BHE Allov it permanently iF pou are quite sure svchost. exe iz a legitimate application
= n winlogaon. exe otherwize vou should block it
= [ services.exe
[ wmacthip.exe ] Process: swchost exe Locate. .
[ svchost exe is about to add an object to
[ svchost exe ﬁ Feqgistry Group: User AutoBun Locate. .

[ svchost.exe

[ svchost exe [ create permanent rule For this action
[ svchost.exe

Fspocisvexe [ alow [+ [ sock 7]

[Finz.exe

ﬂ_ Technical information:

m vmboolzd. exe
PID: 2296 -
E alg.exe Information: Generic Host Process For Win32 Services (Microsoft Corporation)
E lzas.exe Reqistry Group: User AukoRun
g syzzale exe Object:T
= d explarer. exe Registry key: HECUSofbwareiMicrosoftiWindowst Currentyersion) Run
iwn WidwareTray. exe R'ﬁ.ﬂ:;’g?ﬂ;;éu;:;wlurle
i wmtoolsd. exe Yalue: C\Docurments and SettingsiMakiLocal SettingstApplication
# ctfmon. exe Dratalxdkwkfynigiviufie, exe _—
SR MEmEgs ese b
(2 procesp.ese i
h WinSCP. exe 2404 WinSCP: SFTP, FTF and SC... Martin Prikayl
T svohost.exe 2168
) svohost.exe 2298

= T sowedahkk. exe 3488
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#. Process Explorer - Sysinternals: www.sysinternals.com [MAKKK\Mak]

File ©Options Yiew Process

W@ mEAR

Find Help

oL B | oadoa il

Frocess
] System |dle Process
= ] System
" Interrupts
= [ smss.ene
[ csrzsene
= n winlogon, exe
= [ services.exe
[ ¥macthlp.exe
[ zvchostexe
[ zvchostexe
[ zvchostexe
[ zvchostexe
[ zvchostexe
[ zpoolzv.exe
[Fiz.exe
k@
m vtoolzd. exe
[ aloexe
[Flsass.exe

g svzzale. exe
= d explarer. exe
i viwareT ray. exe
vitoolzd. exe
# climon.exe
S8 mEmEgs. eRe

2 procesp.exe
hWinSEF‘.e:-:e
| svchost.exe
| svchost.exe
= 7] sowdahkk. exe

1

The

Frogram Launchi [expired licence]

Program sawdahkk. exe iz tving ta launch an unregistered proagram. Thiz may likely be
a normal activity.

Allova it permanently f pou are quite sure crnd.exe iz a legitimate application othenwize
wou should block: i,

= Locate,..

Parent procezs: xowdahkk_exe
is about to launch

B8 Child process: emd.exe /C “C:ADOCUME ~1\Mak\LOCALS ™1 Locate..

[ create permanent rule For this ackion

With these command line parameters

o) I

Technical information:

Black.

[ Allow

Parent process:
Path: CiiDocurments and SettingsiMakiLocal Settingst Templxowdahkk, exe
PID: 3485

Child process:
Path: C:\WINDOWS system3zicmd . exe
Information: Interpréteur de commandes Windows (Microsoft Corporation)
Command line:"C: W INDOW S system 32 cmd, exe” iC

""CHDOCUME ~ 1Y MakiLOCAL S~ 1 Templxowdahbk, exe™ admin

3404
2163
2295

WinSCP: SFTP, FTF and SC... Martin Prikryl

3488

driver

: https://www.virustotal.com/fr/file/c1293f8dd8a243391d087742f

€22c99b8263f70c6937f784c15e9e20252b38ae/analysis/

SHA256: |c1293f8dd8a243391d0877421fc22c99b8263f70c6937f784c15e9e20252b38ae
Nom du dnsgvbny.sys
fichier gvbny.sy
Ratio de
détection 43 / 46
Date
d’'analyse 2013-02-22 15:35:49 UTC (il y a 1 semaine, 5 jours)
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E_ Process Explorer - Sysinternals: www.sysinternals.com [MAKKK\Mak]

d @ =EAR i 1WA s | i e

Process w . . . .
= System Idie Process $i Driver Loading [expired licence]
= —] Spstem
] Interrupts Program services.exe iz tiving to load a windows driver. Be aware that if you allow thiz
= the program will gain full contral of pour zystem.
[ smss.exe It iz recommended that you block this action unless you are quite sure services.exe iz a
E CErsE.one leqgitimate application.
= ﬂ winlogon, exe
= [ services.exe ] Process: services.exe Locate...
[ vmacthlp.exe is about ko load
[ svchost exe 1 ODuiver nuapxcbg.sys Locate...

[ zvchostexe
[ zvchostexe
[ zvchostexe

[ svchost.exe [ Al ]E] [ Black ]E]

[ zpoolzv.exe

[Finz.exe

[ ]create permanent rule For this action

ﬁ Technical information:
m vmtoolsd.exe | Process: )
lsass, exe Path: CiWINDOWS syskem32iservices, exe
E . PIC: 700
Ej syszafe.ene Information: Applications Services et Contrdleur (Microsaft Corporation)
= :ﬂ explorer. exe Crriver:
mVMwareTray.e:-:e Path: Ct\Docurnents and SettingsiMakilocal Settings! Tempinuapxcbg. sys
wimtoolzd, exe
E-r'-'_’],p_u:lulf_-s alert

B

| Address

nect to : 188.40.45.67:443

inetnum: 188.40.45.64 — 188.40.45.127
netname: HETZNER-RZ10
descr: Hetzner Online AG
descr: Datacenter 10
country: DE

admin-c: HOAC1-RIPE
tech-c: HOAC1-RIPE
status: ASSIGNED PA
mnt-by: HOS-GUN
mnt-lower: HOS-GUN
mnt-routes: HOS-GUN
source: RIPE # Filtered

—"Con
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An other one
http://malwaredb.malekal.com/index.php?hash=3324d8f9d58a37d9
2b0c44a021e2alf9

https://www.virustotal.com/fr/file/634ec041368d4e8allOcblc/cfle
99b4a758bc5a3449635bc07354fb58f2ff20c/analysis/1366272286/

SHA256:
634ec041368d4e8al0cblc7cf1le99b4a758bc5a3449635bc07354fb58f2ff2
Oc

Nom du fichier : 0.5107251914043918.bfg

Ratio de détection : 12 / 46

Date d’'analyse : 2013-04-18 08:04:46 UTC (il y a O minute)

BitDefender Gen:Variant.Kazy.165322 20130418
Comodo Heur.Suspicious 20130418

Emsisoft Gen:Variant.Kazy.165322 (B) 20130418
F-Secure Gen:Variant.Kazy.165322 20130418
Fortinet W32/Kryptik.AYLT!tr 20130418

GData Gen:Variant.Kazy.165322 20130418

Kaspersky Trojan.Win32.Lebag.uet 20130418
McAfee-GW-Edition Heuristic.LooksLike.Win32.SuspiciousPE.F
20130418

Microsoft Trojan:Win32/Ramnit.A 20130418
MicroWorld-eScan Gen:Variant.Kazy.165322 20130418
Symantec WS.Reputation.l 20130418

Malvertising from Clicksor :


http://malwaredb.malekal.com/index.php?hash=3324d8f9d58a37d92b0c44a021e2a1f9
http://malwaredb.malekal.com/index.php?hash=3324d8f9d58a37d92b0c44a021e2a1f9
https://www.virustotal.com/fr/file/634ec041368d4e8a10cb1c7cf1e99b4a758bc5a3449635bc07354fb58f2ff20c/analysis/1366272286/
https://www.virustotal.com/fr/file/634ec041368d4e8a10cb1c7cf1e99b4a758bc5a3449635bc07354fb58f2ff20c/analysis/1366272286/
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Program java.ex

normal activity,
Allovs it perrmane

application othen:

|£| Parent proc
is about ko
] Chid prace

[ create permz

T

Technical informa

Parent process:
Path: C:\Progr
PID: 2708
SEL Information: 1
Child process:
Path: C:\Docu
Settingst Temp'C
Command line:

& stap 3¢ autascrol

Method

Started Received Result

Headers | Cookies || Query String | PO

Request Header Yalue Response Header Yalue

www.malekal.com
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Getting Started iéu Latest Headlir

Q Stop

® CIee:r &

Started
00:00:22.146
00:00:22,306
000022540
00:00:23.173
0o:00:23.619
00:00:23. 770
00:00:24.020
00:00:24.161
00:00:54.941

Time
0.291
0,033
0,129
0,435
0,391
0,390
0.545
0,759
0,195

Sent
975
436
450
464

1174
556

1274
75
75

Received

52 ¢

1021
1679 F
1804
2542 ¢
1775 ¢

476 ¢

451 ¢

476

Headers |C00kies Query String | POST Data | Content

Requesk Header
(Request-Ling)
Hast
User-Agent
Accept
Accept-Language
Accept-Encoding
Connection
Referer

Yalue

GET JjkBD3v 1 7ui1 7302 0FnocD vy
lkghktyhyadyFl. biz

Program svchost.exe is trying to modify the spstem registry. This is the way malicious
programs install their components on a tanget machine. Howewver this may also be a

narmal activity.

Allowe it permanently if you are quite sure svchost.exe iz a legitimate application

athenwize pou should block it

] Process: svchost.exe
is about to add an object ko

ﬁ Fegistry Group: User AutoRun

[ create permanent rule far this action

[ Allcw IE] [ Elock ]E]

Technical information:

s
Locate... 3
Locate ._IQ
B
BZa.. %2C%20%22navigation% 22 W 3A% TR 7D %D A

banner, ashx?s=frfrib=Header_req_Football_Generic

hi/895. . Support=truedwvisitorSkatus=INSITE_3STATUS
hels..._sourced 3Dpartners3B%20mf_sessione30-1

PID: 2712

Registry Group: User AutoRun
Object:

Registry value: GjyIufie
Type: REG_S2

Datalxdkvkfynigjyiufie. exe

InfFarmation: Generic Host Process For Win32 Services (Microsoft Corporation)

Reqgistry key: HKCU,SoftwareiMicrosoft) windows) CurrentWersioniRun

Walue: CDocuments and SettingsiMakiLocal Sektingsiapplication

| |thcia9s.. Support=truefwisitorStatus=IMSITE_STATUS
hcfa..._sourcesh 3Dpartner¥e3B%e20mf_session¥e3D-1
hi/395. . _STATUSEactivePlugin=nonetoobr awse=true
hcf895s..._STATUSRactivePlugin=none&cobrowse=true =
v

T T ST

Mozilla/s.0 (windowes MT 5.1; rvi13.00 Gecko/20100101 Firefox/13.0
ket html, application):html+xml, applicationf=ml;g=0.2,*/*;q=0.5
fr,fr-Fr;q=0.8,en-us;q=0.5,en;q0=0.3

gzip, deflate

keep-alive

http: fftikamoho,comjad_track, php?s=2&aid=123&cn=eufcontextm=1

Cache-Contraol
Content-Type
Expires

Pragma

Server
Set-Cookie
#-Mode
¥-Powered-By
Date
Content-Length

no-skare, no-cache, must-revalidate, post-check=0, pre-check=0
textfhtml;charset=utf-g

Thu, 19 Nov 1951 05:52:00 GMT

no-cache

nginz/0.7.64

PHPSESSID=5646033303337303469363038323464630233340333303035. .

HTML

ASP.MET wersion 4, HPHP

Thu, 18 Apr 2013 08:01:28 GMT
S0z

——""‘"':'_"-"
demarrer
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ksl

Latest Headlin

Driver Loading [expired licence]

Program services.exe is tiving to load a windows driver. Be aware that if wou allow this
the program will gain full control of your system.

It iz recommended that you block this action unless you are quite sure services.exe iz a

nul legitimate application.
] Process: services.exe Locate...
is about ko load
© stop X Coar |, ] Driver: nuapxchq.sys Locate...
Started Time Sent Received Create permanent rule for this action
00:00: 22,540 0.129 450 1679 P
DD0D:Z3ATE 0.435 464 wote [ abow ][ Bock [ hc/895... Support=trusBuisitorStatus=INSITE_STATUS
00:00:23.619 0.391 1174 2542 ¢ he/5..._source¥30partner¥.3B%20mf _session%30-1
00:00:23.770 0.390 536 1778 ¢ Technical information: hecf@95.. Support=truefwvisitor Status=INSITE_STATUS
00:00:24,020 0,545 1274 476 ¢ | Process: hcia..._source¥30partnerv:36%20mf_sessions30-1
00:00:24. 161 0.759 775 451 ¢ Elagj}EQWINDOWS‘-SYSWWZISEWices-BXB he/89s. . _STATUSEactveRlugin=ronsfcobramsa=trus
00:00:54,941 0.195 775 476 Information: Applications Services et Contrdleur (Microsoft Corporation) hefa9s..._STATUS&activePlugin=nonefcobrowse=true
00:01:25.115 0.136 775 476 ¢ | Driver: _ _ hc/595..._STATUS&activePlugin=nonefcobrowse=true
00:01:33.318 0.151 03 sons7e ¢ | Fath CDocuments and SettingsiMakiLocal SettingsiTempinuapxchq.sys pubjmoil.. datejwingz frifirefox-15.0.1 complete.mar
Headers | Cookies | Query String|F7 w’Ei
Request Header Yaluel| | Address -~
{Request-Line) GET fill | 7 Services:\WMicorsoft Windows Ser...  Add Micorsoft 'wi.. Stopped
Hast lkghikt % Services\\Mozila Maintenance Se.. Add Mozilla Main..  Stopped [Manual]l — [Spatem) = alidate, post-check=0, pre-check=0
User-Agent Mozilla % Services\wWhdware Tools Add Whiware Tools  Running (Autorn... [Spstem)
Accept ket fh \> Services: \Whware WL Bus Driver  Add Whdware Wi, Stopped GMT
Accept-Language fr,Fr-Fi % ServicesWhIervice d'aide du disqu...  Add Service dai..  Stopped [Autom..  [System)
Aceept-Encoding azip, % Services\WTPVC Gateway Service  Add TPYC Gate.. Stopped [Manual]l — [System)
Conmection keep- % Servicez\\TP AutoConnect Service  Add TP AutaCon..  Stopped [Manual]l — [Spstem) 730346936 30383234646 562 33346333303035
s % Services \Whware Toolz Service Fiemove Whiware To..  Running [Autom... W
Referer http:f
< ¥
100 ﬂ b aximum number of records K.eep window on top GMT
5 ﬂ [ Auta close in (sec.) Filter: | Shova all w E]
x Fiddler: Disabled 45

| BiPr | S Modules alert

FR.

| o Temp - mal...

w—'— B =
+4 demarrer_:_, & Debugging ...

® Driver Load... & BME RS 004

http://tikamoho.com/ad track.php?s=2&aid=123&cn=eu&contextm=1
(31.207.2.154 — CEUSERVERS - CZ)
http://tikamoho.com/in.cgi?2&ngsno=1&lpbdd=1&jgocs=3667054860&
ur=1&HTTP REFERER=http%3A%2F%2Fads%2Ehooqy%s2Ecom%s2FnewServing%
2Fbanner%s5Fframe%s2Ephp%s3Fnid%s3D1%26p1d%3D102042%2651d%3D301172
%26z0ne%3D%2D1%261image%3D3%26adtype%s3D1%26key%3De9ecd422a05a73
3728190c0c2c455912&aid=123&cn=eu&contextm=1
http://lkghktyhyadvfl.biz/jkBD3v17ujQ17xg20FnocOVXj30haog0J9AW
ORovkOHtXSOF9gg04t2L0Gjch/ (94.198.96.9 SEFLOW-DEDICATED-NET
IT)
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&] Les plus visités

] Getting Starked @l Latest Headlines |

i Hotmail i Personnaliser les liens

Windows Media

{1 Windows

~
o
€3 stop 3¢ Clear | Autoscrol =&
Started Time Received Method = Result Type iz
:0 Redirect ko http: . i
00:00:05.040 0.159 4a0 1460 GET 200 imagevnd.microsoft.icon http: ffadf befskaticfimageFavicon.ico
00:00:05.121 0.554 50 (1150) GET (Cache) imagevnd.microsaft.icon http:fadf befskaticfimageFavican.ico
00:00:05,134 0,592 510 (1150) GET (Cache) image~nd.microsoft.icon htkp:ffadf v fskaticfimage/Favicon.ico =
00:00:05.175 0.479 33z (15697) GET (Cache) textfjavascript hiktp: ey, google-analytics . comjga. js
00:00:05,192 0,497 571 224 GET 200 text/html hktp:ffadf. by fholder. php
00:00:05.209 0.500 537 466 GET 200 imagejpng http: ffcdn. adf, v static/imagefad_top_bg.png
00:00:05.221 0.497 540 477 GET 200 imagej/png http:ffcdn. adf. by static/imagead_battom_bg.png
On-0n:NS S&0 n 76 A co? GFT n annlicatinntv-chnck Flash  htneitadf heickaticinther fomniny P4P5 325409 cwf ?n=4571734 i

Headers |C00kies Query String | POST Data | Conkent

Request Header
(Request-Line)
Hast
User-fgent
Accept
Accept-Language
Accept-Encoding
Connection
Referer

Yalue

GET fin. cgit2&ngsno=12&lpbdd=12jgocs=366705486080ur=13HTTP_REFER....

tikamoho,com

Mozilla/S.0 {windows NT 5.1; rv:13,0) Gecko/20100101 Firefoxf13.0
ket htrnl, applic ationychtml+ml, application=ml;g=0.9,*/*;q0=0.5
fr,Fr-Fr;q=0.8,en-us;q=0.5,en;g=0.3

gzip, deflate

keep-alive

hikps fitikamoho .comyad _track,php?s=2&aid=1238cn=eufcontextm=1

Response Header
(Skatus-Line)
Set-Cookie
Set-Cookiz
Skatus
Location
Cantent-Type
Transfer-Encading
Date
Server

Walue

HTTR{1.1 302 Found

ltrrt2=_2_; domain=tikamoha.com; path=/; expires=Fri, 19-Apr-2013 09:...
lkrrt15=_1_; domain=tikamoho,com; path=/; expires=Fri, 19-Apr-2013 09...
302 Found

httpe fflkghkkyheyadyrl, bizfkBD3v 1 70iQ1 7xg20Fnoc0vEj30haog0]24WOR0y. ..
ket fhiml

chunked

Thu, 18 Apr 2013 09:08:37 GMT

lighttpdy1.4.28

Fiddler: Disabled €
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